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Abstract. Social networks and collaborative tagging systems have taken off at an
unexpected scale and speed (Facebook, YouTube, Flickr, Last.fm, Delicious, etc).
Web content is now generated by you, me, our friends and millions of others. This
represents a revolution in usage and a great opportunity to leverage collaborative
knowledge to enhance the user’s Internet experience. The GOSSPLE project aims
at precisely achieving this: automatically capturing affinities between users that
are potentially unknown yet share similar interests, or exhibiting similar behav-
iors on the Web. This fully personalizes the search process, increasing the ability
of a user to find relevant content. This personalization calls for decentralization.
(1) Centralized servers might dissuade users from generating new content for they
expose their privacy and represent a single point of attack. (2) The amount of in-
formation to store grows exponentially with the size of the system and centralized
systems cannot sustain storing a growing amount of data at a user granularity. We
believe that the salvation can only come from a fully decentralized user centric
approach where every participant is entrusted to harvest the Web with informa-
tion relevant to her own activity. This poses a number of scientific challenges:
How to discover similar users, how to define the relevant metrics for such per-
sonalization, how to preserve privacy when needed, how to deal with free-riders
and misheavior and how to manage efficiently a growing amount of data.

1 Introduction

While the Internet has fully moved into homes, creating tremendous opportunities to ex-
ploit the huge amount of resources at the edge of the network, the Web has changed dra-
matically over the past years. There has been an exponential growth of user-generated
content (Flickr, Youtube, Delicious, ...) and a spectacular development of social net-
works (Twitter, FaceBook, etc). This represents a fantastic potential in leveraging such
kinds of information about the users: their circles of friends, their interests, their ac-
tivities, the content they generate. This also reveals striking evidence that navigating
the Internet goes beyond traditional search engines. New and powerful tools that could
empower individuals in ways that the Internet search will never be able do are required.

The objective of GOSSPLE is to provide an innovative and fully decentralized ap-
proach to navigating the digital information universe by placing users affinities and
preferences at the heart of the search process. Where traditional search engines fail to
provide information unless it is properly indexed, GOSSPLE will seek the information
where it ultimately is: at the user.
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GOSSPLE aims at capturing the interactions and affinities on the fly and fully lever-
aging the huge resource potential available on edge nodes, to efficiently search, dynam-
ically index and asynchronously disseminate and recommend information to interested
users based on their preferences. Building on the peer to peer communication paradigm
and harnessing the power of gossip-based algorithms, GOSSPLE aims at personalizing
Web navigation, by means of a fully decentralized solution, for the sake of scalability
and privacy.

A number of technical challenges underlie GOSSPLE and its objective of combining
personalization and decentralization:

— Personalization: GOSSPLE should address appropriate metrics to compute dis-
tances between users and identify and capture the affinities between users.

— Scalability: GOSSPLE should provide scalable mechanisms to deal with a huge and
growing amount of information.

— Privacy: while entrusting users to hold and maintain their personal data give them
full control on them, further mechanisms are required in GOSSPLE to leverage per-
sonal information and detect affinities between user without exposing personal in-
formation about the requests of a user or the content she generates.

— Support for misbehavior: while fully decentralized approaches buy scalability,
they remove any form of central authority, leaving holes for misbehavior: GOSSPLE
should tackle the whole range of misbehavior from attempts to free-ride the system,
to attempts to try to exploit it (through spamming for example) and even hurt it with
Byzantine behaviors.

The rest of the paper provides the context and motivation (Section 2)), the technical
challenges (Section [3), the scientific background (Section ) before concluding and
providing the current status of the GOSSPLE project.

2 Time for a Navigation Shift in the Internet

The past decade has witnessed a dramatic scale shift in the area of distributed com-
puting. Meanwhile, the Internet has entered our homes together with various kinds
of digital assets. This has resulted into a radical change in the way people are com-
municating, companies are organized and data is managed all over the world. Social
networking in the forms of social networks (Facebook, Twitter) or folksonomies (De-
licious, Flickr) has taken off at an unexpected scale. The Internet we are now looking
at is composed of millions of computing devices and as many users, generating con-
tents at a high speed, Terabytes of dynamic data, scattered all over the world, shared,
disseminated and searched for.

2.1 Personalized Navigation within the Internet

Although computer science in general and more specifically distributed computing has
gradually taken into account this digital revolution, we now have reached the point
where incremental changes are no longer sustainable. Traditional search engines are per-
forming extremely well but do hardly encompass alternative and very dynamic sources
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of information such as user-generated contents, blogs, peer-to-peer file-sharing systems
instant messaging as well as content distribution frameworks. This is mainly due to their
lack of adaptivity to dynamics and their not taking into account correlations between
contents and users preferences. They are also limited by their reliance upon central-
ized indexing: they periodically scan the whole web, build an index in their data centre,
then distribute it back out to smaller centres that respond to queries. Typically, corpo-
rate pages are visited frequently while individual information may be visited rarely: the
individual is at a disadvantage. This reveals striking evidence that complementary and
novel fully decentralized alternatives to traditional search engines are now required to
capture the dynamic, collaborative and heterogeneous nature of the digital universe as
well as to to leverage individual preferences and social affinities.

2.2 Ilustration: Looking for a Baby-Sitter

To illustrate the inadequacy of state of the art solutions, let us consider the following
concrete example. Following a long stay in the UK, a French family is looking for
an English speaking student who would be willing to trade baby-sitting hours against
accommodation, say in the city of Rennes to allow kids to keep up with English. Given
the high number of students in Rennes, there is no doubt that such an offer would be of
interest for many English speaking students.

Yet, satisfying this simple, slightly unusual, request is challenging and in fact almost
impossible. The most natural way for the family to find a match is to launch a Google
request “Baby-sitter anglophone Rennes’{]. The first hits on Google lead to baby-sitting
services, student announces, including different geographical areas and has nothing to
do with English speaking. All subsequent reformulated requests, in French or English,
lead to equally unsatisfactory results. Yet, would this family be able to reach all English
speaking students in Rennes, there will definitely be some candidates.

The data is clearly out there but it is difficult to achieve the match between the of-
fer and the supply. If the offer effectively exists in some proper indexed form, even
though a search engine forces to continuously probe the system, it will probably achieve
the match eventually. Alternative sites such as Craigslist, a centralized network of on-
line communities featuring free classified advertisements, extremely popular in the US,
could also be used in this case, provided that the user follows the imposed structure.
However, if the offer does not exist in the proper indexed form, current technology sim-
ply does not fit. This is mostly due to the fact that baby-sitter is mainly associated with
daycare or local baby sitting companies. None of the family Facebook buddies can help
either as known of them has ever looked for an English-speaking baby-sitter. The best
solution would be for the family to post a request on some mailing list or appropriate
forum gathering the potential candidate baby-sitters and wait for the responses.

Now, consider Alice living in Strasbourg, who has looked for a similar deal for her
kids. Alice is lucky enough to discover through a (real-life) friend that primary school
teaching assistants are a very good match for they have the same working hours as kids
and tend to enjoy living with a family. If Alice associates baby-sitter with teaching as-
sistant in the system and if the French family above is able to leverage this information,

! “English speaking baby-sitter Rennes”.



4 A.-M. Kermarrec

Daycare International schools

[babysitter: 500] _[school, kids] b
Jonathan Coe novels
[British authors, novels]

| TeachingAssistants
[babysitter: 1

Alice is identified as one of the family
Alice social i Family in
Rennes

Fig. 1. Babysitter example: while the association between babysitter and daycare dominates, Al-
ice associates babysitter to teaching assistant. The goal of GOSSPLE is to establish a connection
between Alice and the French family in Rennes so that it could benefit from Alice’s association.

the request can be successful. The goal of GOSSPLE is to establish such a connection,
called an implicit social link, between Alice and that French family in Rennes. Note
they do not need to know each other. Yet their past history of French people leaving in
an English speaking country, their interest in English novels and International school
for example, could be conveyed in their online behavior and automatically captured by
a system. This is illustrated on Figure[I}

2.3 Where GOSSPLE Comes into Place

In fact, the collaborative and social nature of the Internet is leveraged in many so-
cial systems [28] such as delicious, Twitter, Facebook, Twine or Orkut to cite a few.
Such systems connect users sharing interests, professional or social, and enable them
to share data, blogs, etc. Their functioning is however hurt by the dynamic nature of
users behavior. Some users get connected, loose interest and remain connected without
participating. Also, the user feedback is hardly leveraged and while the blog feature is
widely used, search is mostly absent. Similarly, the semantic Web improves automa-
tion through machine understandable descriptions [11]]. Yet, such tools mostly rely on
static structures. Above all, all those systems remain centralized. This an issue for two
main reasons: scalability and privacy. An efficient personalization mechanism requires
to store a large amount of data per user and maintain it, potentially limiting the scalabil-
ity of the system and hurting the desire of users to preserve their personal information.
In addition, centralized systems are more vulnerable to denial of service attacks such as
the one observed in August 2009 on Twitter, Facebook and LiveJournal.

To cope with dynamics and the huge amount of information that need to be managed
on a per user basis, entrusting each user with discovering and managing the data relevant
to her is the solution to both scalability and privacy preservation.

GOSSPLE stems from the observation that social connections can be leveraged by a
system to collaboratively help Web search and recommendation. Yet such social con-
nections need not to be explicitly established as in social networks ala Facebook. Instead
the system should capture such social connections and discover relevant users. As op-
posed to globally harvest and organize the Web, the basic idea behind GOSSPLE is that
each user is in charge of harvesting the network in her own personalized way.
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Coming back to our example, even if the answer to the request actually does not exist
as such (say no foreign student has figured out that some families would offer such a
deal), GOSSPLE would actually enable to dynamically attract it. There are several ways
this could be achieved by GOSSPLE, by expanding the query in a relevant manner or
by having the request navigate in the network to the right places. With GOSSPLE, the
family would gradually get connected to relevant matching users typically representing
adequate communities (say English speaking people in Rennes). Then the object would
dynamically turn into an ad, in a sense creating the need and subsequently the matches.
In turn, potential response objects would travel back to the family acquaintances in the
form of notifications or ads, and subsequently create the need for other related families
(those who wouldn’t have thought of the deal but actually like the idea). At the heart
of this procedure lies dynamic overlays based on users affinities and preferences. This
goes far beyond discovering indexed data. All along, the connection procedures, both
sides, will be continuously fed by the feedback from the users to refine the quality of the
connections, as well as by recommendations on possibly matching objects from other
users with similar preferences on similar requests. The interacting model is inherently
collaborative, asynchronous and iterative.

Obviously, this example is not meant to restrict the usage of GOSSPLE to this appli-
cation. However, we believe that the simple scenario illustrates the dynamic and col-
laborative navigation idea. These, implemented in a fully-decentralized manner, can
be applied to a large spectrum of applications (content sharing, dissemination, instant
messaging, RSS feeds, or virtual communities).

3 The GOSSPLE Challenges

The existing technology of distributed and personalized search is in its infancy. We
are reaching the limits of what we could call the ”Google style” of problem solving:
periodically cull all the pages on the web into their data centre, index them, and then
answer queries for pages for some period of time. So far, the information space has
mostly been composed of Web pages, indexation ruled by search engines and navigation
ensured mostly manually by the users, largely favouring the “mass”. Effectively, the
page rank algorithms of Google-like systems favour popular pages. Although GOSSPLE
does not come as a replacement of such engines but rather as a complementary tool, it
provides a fresh look at the information space management and favour communities at
a disadvantage. More specifically it offers a new way to navigate the digital space.

The GOSSPLE’s challenge is to provide the following features in a fully decentralized
way.

1. Full-fledged personalization

2. Scalable management of the information space
3. Privacy-aware implementation

4. Resilience to misbehavior

3.1 A Network of Affinities

We are seeking search solutions leveraging the live nature of the data and the collabo-
rative nature of its users. GOSSPLE exploits the social dimension of the Internet to get
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“related” users indirectly connected and refine each other’s filtering procedures through
implicit preferences. The network will be organized around such preferences and affini-
ties between users. This will provide a radically different approach to managing digital
assets, navigating within the Internet and bringing new dimensions for collaborative
applications. Such a network of affinities is at the heart of GOSSPLE and represents the
first challenge of Gossple. Providing each user with a personalized view of the network
requires solving several issues:

— Sampling the network: the second challenge is to be able to discover such users.
This is particularly challenging in a fully decentralized system where no entity has a
global knowledge of the system and is able to make a match between similar users.
A related issue is to connect all GOSSPLE users in a connected mesh: although a
user should be connected to similar users, she should be able to navigate the whole
network if needed.

— Affinity metrics: the first challenge is to be able to identify the fact that two users
share similar interests. This requires to compute a distance between users and can
depend on the content they generate, their past activity, the feedback they provide,
the application they are running, etc.

— Coping with dynamics: the third challenge is to be able to maintain a personalized
network up-to-date and to take into account the changes and the dynamics of the
system with respect to the users, the data, the changes in the interests or the activity
of the users.

GoOsSSPLE will heavily rely on peer to peer overlay networks to achieve personalization
of the network. Basically, GOSSPLE will manage a large set of GOSSPLE peers (users,
items, etc). More specifically, we envision a basic layer where all potential nodes are, at
least temporarily, connected and maintained despite dynamics in content and connec-
tivity patterns, providing gateways and efficient routing to higher level overlays (See
Figure 2). At the basic abstraction layer, a GOSSPLE peer represents a machine con-
nected to the Internet. The same physical computer may host several logical GOSSPLE
peers: the request of the family, a user in a virtual community, a file, etc. A major
GOSSPLE challenge is to build, on top of its basic layer, many overlay networks that
will dynamically evolve, based on users affinities and common preferences.

GOSSPLE will leverage the sampling features of gossip-based protocols to provide
users with the ability to sample the network and identify similar users.

Figure[2lconveys an example of a federation of overlays as we foresee it in GOSSPLE.
The bottom layer ensures connectivity, on top of which the federation of overlays is
maintained. Each GOSSPLE peer associated with a user may be part of one or several
sub-overlay networks, whose nature may vary depending on the functionalities required
by the application they are running. This amounts to having a physical peer running
many instances of different P2P overlay networks. Yet, a fair amount of information
may be shared between these instances. We will investigate the mutualization of the
state associated with each overlay in order to limit the overhead for a similar, or even
better, performance. More specifically, we will identify for each overlay the application-
dependent connections, which will have to be maintained independently of other sub-
networks such as the “closest” peers according to the “affinity” metric.
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Overlay
federation

Fig. 2. Gossple Overlay Federation

Identifying the relevant users requires appropriate metrics to compute a distance be-
tween users. The refinement of connections between peers is crucial: each GOSSPLE
peer will keep in its personalized view of the system for a given overlay a set of ac-
quainted peers. In most cases, this choice is done on a peer basis, that is depending on
its own characteristics. The correlation between all the peers present in the view could
also be exploited to cover as much as possible all the range of interests of a user. All
these aspects should be investigated in the project.

3.2 Scalable Data Management

A scalable personalization of the network, operating a navigation shift on the Internet,
calls for a fully decentralized system and requires the following features:

— Efficient management of personal information: this refers to the amount and
the type of personal data that should be stored per user and exchanged between
users in order to evaluate the proximity of interests between users and achieve
personalization.

— Efficient search, recommendation and navigation algorithms: this refers to the
algorithms to search content, process queries, implement efficient notification
mechanisms, routing features, etc.

Identifying the relevant discovery space, the granularity of the search protocol and data
representation are crucial to the design of an efficient digital navigation. The navigation
criteria should be simple and flexible enough to preserve the efficiency and simplic-
ity of an underlying gossip-based discovery protocol. A related issue is the trade-off
between expressiveness and exhaustivity. Expressiveness refers to the accuracy of a re-
quest formulation (exact search, keyword-based search, range queries), or the quality
of a request. This is highly dependent on the number of dimensions of the search space,
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the type of query, the correlation between various attributes of the request. The degree
of exhaustivity refers to the accuracy with respect to quantity.

A key aspect of GOSSPLE is to capture the commonalities and preferences of users
from their matching refinements and then leverage these for efficient navigation. This
is crucial to genuinely exploit the collaborative nature of the Internet. GOSSPLE will
integrate the feedback from the users in the navigation process through recommenda-
tion mechanisms. The acquaintances between related users may take the form of rec-
ommendations, as in real life, and the navigation protocol should take those as direct
inputs to refine the search either directly or indirectly through specific overlays. These
aspects have been so far mostly ignored in the distributed system community and spe-
cific mechanisms, simple enough for the user, and not disruptive for the system, need
to be investigated.

There are many connections with the information retrieval community. However,
most approaches are centralized, complex and require a large amount of knowledge
of the whole system. GOSSPLE borrows from this community to represent and track
similarities between data and/or users.

3.3 Preserving Privacy

Apart from the fact that centralized systems may be subject to DOS attacks, one of
the main motivations to provide a fully decentralized system is to fulfil the need for
privacy of users and fight their fear (or the real risk) of the Big Brother Syndrome. In
the realm of recent developments of social networks, the associated companies have
consistently shown their eagerness to exploit personal information: in 2009, Facebook
tried to change its terms of use so that any content ever published on Facebook was
doomed to a perpetual licence to Facebook. Likewise in 2007, Facebook proposed a
feature called beacon to expose Web navigation history of users B. Similarly, many
personal information are stored by Google

A fully decentralized system avoids such issues as no single entity keeps the control
of personal data. Instead, the users are in charge of managing such data themselves. In
order to get the most of users communities, personal information must be disclosed to
some extent. Yet, the association between a user and her personal information is not
always required. The challenge here, with respect to privacy, is to ensure that personal
information can be fully leveraged while masking the association between user profile
and identity whenever this is required.

GOSSPLE leverages this fact by masking the association between a user and her infor-
mation whenever this is possible. GOSSPLE will also include a lightweight mechanism
to track potential intruders, including colluding ones.

3.4 Fighting Misbehavior

Fully decentralized systems are particularly vulnerable to misbehavior, the very fact that
there is no central control authority allow users to misbehave with impunity, ranging

2 Note that those proposals did not get through due to users reaction.

3 To further illustrate this, the launching of Google Latitude on the iPhone, a location-based
social network, in July 2009, raised many concerns with respect to privacy. Indeed, many
people are extremely reluctant to disclose people whereabouts.
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from free-riding behaviors, to malicious ones. Fighting such misbehavior is of the utmost
importance for a wide adoption of a system.
Several angles can be investigated:

e Measuring the degree of collaboration in order to characterize the benefit of a user
with respect to her contribution

e Detecting misbehavior

e Punishing misbehaving nodes thus creating an incentive to non-malicious behaviors

Load balancing, referring to the fact that the load is evenly shared between participat-
ing entities has been at the heart of the design of P2P systems to ensure scalability
regardless of the capacities of peers. Fairness has not. In this context fairness is related
to the ratio between the benefit a peer gets from the system from its contribution. We
mean by a fair system one in which peers contribute to the system proportionally to
the benefit they get. This is crucial for a collaborative system to provide incentives to
contribute. The fact that fairness has been ignored so far is mostly due to the low-level
nature of distributed systems, where the perception by a user is not prevalent. This is
no longer the case because users and machines are closely related, now more than ever.
A user does not want a software to store data for others or use her bandwidth without
being rewarded to a certain extent for this. Should users perceive that they contribute
to the system more than what they get out of it, they could decide to get disconnected.
Thus, an unfair distribution of the workload can lead to increasing artificially the sys-
tem dynamics and impact the reliability and scalability of a decentralized system. This
is particularly important in GOSSPLE where inputs from the users and their affinities
are prevalent.

Ensuring fairness implies characterizing the load, being able to measure it, and devis-
ing adaptive mechanisms to account for it. Fairness also intrinsically limits the impact
of selfish (free-riders) users. Yet, some users may exhibit some arbitrary behavior, vol-
untarily or not. Clearly, GOSSPLE might suffer from the same potential attacks as a
traditional P2P system [4]. In addition, the misbehavior might also target the data that
are exchanged in the system in order to personalize the system. Indeed, GOSSPLE in-
troduces some specificities in this area related to the targeted applications such as false
recommendations, wrong feedback or stale objects.

4 Background: Peer to Peer, Gossip and the Small World Nature
of the Internet

Decentralization is a core characteristic of GOSSPLE. In this section, we provide the
networking background on which GOSSPLE will heavily rely.

Traditional structured and unstructured overlays exhibit almost orthogonal properties
and are complementary with respect to locating data in a large-scale system. Structured
overlays associate keys with nodes and provide an exact match interface. This approach
is highly efficient when the exact identifier of an item is known but not as straightfor-
ward when it comes to performing a range query or a keyword-based search. In addi-
tion, the maintenance cost of a structured overlay may be high in dynamic environments
where the peers leave and join the system frequently. On the other hand, unstructured
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networks handle range queries and keyword searches more easily and are highly adap-
tive to dynamic environments. In particular, the inherent randomness of gossip-based
protocols makes their corresponding unstructured networks ideal for scalable informa-
tion dissemination. However, they tend to generate a large number of messages for each
search request as they do not recall any history. Besides, they do not always guarantee
an exhaustive search.

We aim at taking the best of all worlds, by combining structured and unstructured
overlays within GOSSPLE. More specifically, we will make use of a gossip-based proto-
col for basic navigation, combined with structured networks derived from the affinities
of users.

Self-* emerging structures. Current search engines are mostly centralized A. Not only
do we aim at revolutionizing navigation, but we also believe that it is no longer con-
ceivable to rely on a few companies to index the digital world Bl. The total absence of
centralization is the key to both scalability and privacy preservation. A fully decen-
tralized system, as envisioned in GOSSPLE is sustainable if and only if it is able to be
self-organizing, self-healing, self-parametrizing and self-managing. To this end, GOSS-
PLE will harness the power of gossip-based algorithms, strongly rely on the scalable
peer to peer communication paradigm and overlay networks.

Connectivity: Peer to peer communication paradigm. In peer to peer (P2P) systems,
each node may be both a client and a server and takes individual decisions based on an
extremely restricted knowledge of the network. Yet expected global system properties
emerge. This makes P2P computing robust, self-organizing and scalable. Following
this model, nodes organize in a logical (overlay) network, structured or not, on top of
a physical network (typically the Internet). Many such overlays have been proposed
in the past five years [37/32]]. Yet, real deployments remain limited and their potential
goes far beyond file sharing, voice over IP or content distribution. In GOSSPLE, we
step away from general-purpose overlay networks and consider dynamic application-
tailored collaborative overlays.

Navigability: Small-world networks. Small world networks have been introduced as
an analytical way of modelling the six degrees of separation [26] stating that two ran-
dom individuals are separated by short chains of acquaintances that can be discovered.
When applied to computing networks, the small world phenomenon [23] is defined as
the combination of a high degree of clustering, small diameter in the connection graph
and navigability properties. Such a model matches pretty well the real interactions be-
tween humans and more specifically between users over the Internet. A small-world
network can be defined as a system where each node in a mesh knows its closesfd
neighbors and has additional shortcuts in the graph. The asymptotic routing perfor-
mance depends on the way shortcuts are chosen (random [44] or following a specific
distribution (d-harmonic) [23]]). Kleinberg [23]] determined the magnitude order of this
routing complexity results in such networks. This work has been of the up-most impor-
tance in the community, leading to a full range of works.

* Obviously central servers in this context refer to huge data centres.
3> One can imagine the impact of Google falling apart.
6 The proximity metric may be application-dependent.
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Dynamicity: Gossip-based networking. Gossip-based protocols implement the P2P
communication paradigm in an unstructured manner. Inspired by the spreading of ru-
mours or epidemics, these protocols are very powerful for disseminating information
and quickly discovering acquaintances between users. Their implementation typically
relies on a periodic peer-wise exchange of information. It turns out that depending on
the peer chosen locally for the interaction and the information exchanged, gossip-based
protocols can be used to build and maintain arbitrary structures. As such, gossip-based
protocols are attractive for developing large-scale distributed systems and do have a
substantial power. They combine convergent behavior, ability to let emergent struc-
tures appear, simplicity of programming and deployment. They also impose a bounded
load on participants, are independent of the underlying topology and are robust to net-
work disruptions and continuous changes. Gossip-based protocols will constitute a ba-
sic building block for the design and implementation of GOSSPLE.

In short, a generic version of a gossip-based protocol, consists in having each peer
run periodically a protocol that can be fully characterized by the three following param-
eters [21]]: (i) Peer selection refers to the peer selected for the gossip exchange. Each
peer has an extremely limited knowledge of the system (list of other peers) and selects a
peer from this view of the system; (ii) Data exchanged refers to the nature of the data ex-
changed during the gossip interaction. This is highly application-dependent; (iii) Data
processing refers to the computation operated on the data after the exchange. Again,
data processing is highly application dependent. This simple algorithm and its associ-
ated set of parameters are surprisingly powerful and can be applied in a wide variety of
settings. More specifically, when the data exchanged is related to peer themselves, this
provides a generic tool to build and maintain large-scale overlay networks, structured,
unstructured, random, or clustered [[15/19]]. They also cope extremely well with net-
work dynamics. For example, more than 70% of the nodes are required to be down for
a network to become partitioned [21]. When the data exchanged is related to informa-
tion to be disseminated, this provides a scalable and reliable dissemination system [[15].

Phase 1
Peer DataExchanged [ peer

P Q

PeerSelection:
P selects Q

Phase 2
Peer DataExchanged (e
P/ Q
Phase 3
Peer [ Peer

2 Q
DataProcessing

Fig. 3. Phases of a gossip initiated by Peer P: P picks Q among its neighbors (its view)
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Distributed computations can also be implemented by simply tuning adequately the data
exchanged and data processing parameters [20/25]. Gossip-based protocols have also
been used to create clustered overlays optimized with respect to application-specific
metrics [42/41]]. To illustrate this further, epidemic protocols may be used to construct
P2P overlay networks achieving graph properties very close to those of random graphs
[21]]. The protocol is illustrated on Figure[3l

These protocols scale extremely well and are closely matched to the style of social
networking problems GOSSPLE targets. In GOSSPLE, we will go one step further to ex-
plore their huge potential over the Internet and in particular consider them with respect
to arbitrary metrics.

S Personalizing the Web: Related Projects

The related work in networks has been presented above. In this section, we provide
a brief overview of the work that has been conducted to personalize the Web. Since
the Web has been acknowledged as a read-write platform with growing user-generated
content, a lot of research has tried to leverage this in many areas [34124/40]. Yet, to
the best or our knowledge no existing work combines personalization, decentralization,
privacy and resilience to misbehavior.

Personalized search. The social semantics between users exhibits a huge potential to
leveraging social connections should they be explicit through social networks connec-
tions or implicit trough similar tagging behavior. One example of system leveraging ex-
plicit social connections is Peerspective [27] where the search results of a user’s skype
buddies are used for the user subsequent search operations. Yet, as pointed out in [9],
the utility of the information gathered from such networks turns out however to be very
limited. We believe that there is much more to leverage in unknown social acquain-
tances or user activities such as user’s query histories [36], browsing histories [38]], and
tagging behaviors [31].

In the context of top-k processing, the notion of user affinity has been often discussed
[3313], yet, most personalized approaches are centralized such as [33] or [2]]. In the con-
text of query expansion, collecting and exploiting information about the past activity of
a user has been considered in [12/22]. The work presented in [8] is a first step to per-
sonalization through social relation: the scoring model is personalized, the associated
query expansion mechanism is not.

Finally, there have been several user-centric approaches in the area of search, and
recommendation [30J47i45I1709/29146139/7118l49], as well as query expansion [48].
None is decentralized though.

Decentralized approaches. The closest work with respect to distributed systems are
semantic overlays, relying on the peer-to-peer communication paradigm. These sys-
tems [14J356/16] cluster peers hosting similar data or interested in similar topics [43]
in order to improve the efficiency of query resolution in peer-to-peer data sharing sys-
tems. Their focus is nevertheless mainly on exploiting similarities to locate objects in
a distributed data repository. None of these approaches attempt to discover social con-
nections between peers.
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Metrics. There has been a lot of work, mostly in the area of information retrieval on
personalization metrics to measure the distance between tags or items in collaborative
systems, and folksonomies in particular. These include co-occurrence count [30], co-
sine similarity to compute distance between users [47149] or tags [13/46], edit-distance
[45] and relative centrality. Yet, there are still many application-dependent metrics that
should be considered.

Finally, recommendation systems ([1] for example) have been proposed and ana-
lyzed from a theoretical standpoint, there are yet to be put in practice in a decentralized
setting.

6 Conclusion and Work in Progress

The combination of the penetration of Internet into homes, huge computing power at the
edge of the network, an exponential growth of user-generated content, a striking need
for personalizing Web navigation with respect to search, notification, recommendation,
and a call for decentralization to remove the fear of the Big brother syndrome and the
potential vulnerabilities to attacks of centralized systems, paves the way for a new gen-
eration of systems. GOSSPLE should hopefully be one of them. The main originality
of GOSSPLE is to make every user responsible for harvesting the Web in a personal-
ized way through the use of efficient gossip-based protocol. Apart from the GOSSPLE
challenge that we mentioned above, the challenge of digging out the right tools and sci-
entific backgrounds from as many areas as distributed computing, information retrieval
and database is a challenge in itself.

Personalization has been in the air for a while. This has been even more striking
as users generate contents. Yet, we are not there yet and combining personalization,
security and scalability remains an open track that GOSSPLE tries to fill.

Many challenges need to be tackled in GOSSPLE There are currently three main
tracks currently under investigation.

Personalized networks. At the core of Gossple lies the notion of personalized network.
GOSSPLE achieves this through gossiping: based on a random peer sampling protocol
providing each user with a random subset of other users, GOSSPLE implements a biased
sampling protocol that speeds up convergence. Each user periodically contacts a close
user, they exchanged their knowledge on the other users and retain the best ones ac-
cording to a given metric to form the personalized network. Such a protocol enables the
quick discovery of related (with respect to a given metric) users in a very large system
in a fully distributed manner and with every user storing a small amount of information
about the system.

Query expansion in GOSSPLE. In this work, we provide a personalized query expan-
sion mechanism. In the context of a collaborative tagging system ala delicious, Gossple
builds, for each user, a personal network of acquaintances through a gossip protocol as
explained above. This network is composed of a set of other users that together cover
all the interests of the user. This is achieved without revealing the associations between
users and their profiles. The information gathered from the personal network is used to
create a personalized view of the correlations between tags. This data structure called
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the TagMap represents a user-centric personalized view of the relations between tags
and is used to expand queries in a meaningful manner. Experimental results conducted
on traces crawled from CiteULike, a collaborative tagging system for bibliographic ref-
erences, and Delicious, show that by storing and exchanging little information between
users, the user experience is improved through the query expansion mechanism both
with respect to the quality of the results and the number of results obtained. More de-
tails can be found in [10].

Top-k processing in GOSSPLE. We are considering decentralized and personalized
top-k processing, the protocol is called P3K [5]. It has been shown in [2]] that person-
alizing top-k processing could significantly improve the quality of the results. This was
achieved firstly in a centralized way and secondly considering that a social network
was known explicitly in advance. We go beyond this approach in P3K. We discover a
personal network of acquaintances computing a distance between users based on the
similarities observed in their tagging behaviors. In this protocol, we show that using
only the information gathered from similar users in a decentralized way, we are able to
achieve similar results to those of a centralized approach. We are currently studying a
gossip-based alternative to process personalized top-k queries, improving the scalability
of the system.
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